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SENSfTIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 



— Original M^age 
From: I 

Sent; 


l (OTDHCON) 
£,2006 11:41 AM 
JCOTD) (FBI) 


UN C , U\SSIFI .E Q 

NON-RECORD 


Q l returned the call to | H His question(s) centered around whether the Digital Collection project involved 

re/code development or equipment rejslacement/upgrade; I told him it was more of the latter - that we don't do 
development - although there is some deueloom^t involved in the DCS-3000 albeit small compared to the rest of 
Digital Collection. He asked about the l t auested in the FY08 budget enhancement and I told him that while . 

those individuals would assist in gathering the requirements for the New (if required) system for the current (ending jT 
lifecycle) system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't 
come back to haunt 


Right after I hung uo l t ailed saying that our appeal of the FY08 enhancementf 
approved by DOJ for forwarding to 0MB for approval. 


JOTDHFBI) 

17. M06 2:05 PM 
kOTDHCON) 



UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


nz 

From: 

Sent: 

To: 

Subject: 


]0TD) (FBlj 

r~^ 

W ' ^OOPIA 


loTD) (FBI) 
2qQ6 10:04 am 
__PTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Thanks. 


n 


UNCLASSIFIED 

NON-RECORD 


Ib6 

b7C 



I had carried the original tc| | and left a copy on Mike Clilford's desk before 10am, June 9th. Sorry for the 

delay in my reply 



Operational Technology Division 

Telecommunications Intercept/Collection Technology Unit 

AE GIS/OTD SE AC 

(7o i i 




— Ori ginal Message — 

From: 

Senb , 


TO) (FBI) 

> 5:41 PM 
OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


6 




J(OTD) (FBI) 
PM 

3oTD)(FBI) 


UNCLASSIFIED 

NON-RECORD 


TJroblems getting out the PIA today? 


UNCLASSIFIED 



Subject: 


FW: Urgent request-DAG short-fused PIA tasking 


Importance: High 

UNCLASSIFIED 

NON-RECORD 


Forwarded FYI in view ^ out-of-office response. 


-original Message- 

From ! I (OTD) (FBI) 

Sent I Tnairiiav .Tuna Hfi -2006 11:50 AM 


JOGC) (FBI) 


Subject: Out of Office AutoReply: Urgent request-DAG short-fused PIA tasking 


I am currently an 

Acting Unit Chief at 70^^^____j3r 


Please coataat tictu 


A- Plea^ 
_|at 701^ 



UNCLASSIFIED 

NON-RECORD 


This is a follow-up to my e-mail below (and to yesterday’s e-mail from GC Caproni to ADs.) , which resulted in you folks 
being identified as the likely ticket holders for this action (due Friday). 

This is taken from a list provided me-l apologize for any misspellings. Also, if you're not the right person, please contact 
me ASAP to dime out who is. 


I will try to contact you by phone later today, but please feel free to call me first if you'd tike (2Q2-324 T I As detailed 

below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for 
which I understand you are the POC. (I assume the ISSO probably has primary ticket, but this would be for ISSO and 
owner to work out.) 


Chemical Network; ISSO; [ 


CJISWAN: ISSO: [ 

Data Collection System 3000; ISSO:[ 
Financial Management System; 1SS(^ 



/System Owner:|_ 

J /System Owner; AD Perkins 


Field Office Integrity Security System ISSO; ?? (DAD Thomas) /System Owner AD Haynes F 
with request you ID ISSO or POC.) 


I’m sending to you 


bS 

b7C 



9 


0 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



— Original 

From; 

Sent: 

To; 

Cc: 

Subject; 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



be 

b7C 


1 =] 

Hope all went well at your meeting and the Dr. Appt. ... 

1 spoke with Mr. Clifford, an d advised him that we are working on this project and most of the requested b 6 

documentation will be sent _ >y COB today. Mr. Clifford thanked us for doing a good Job for such a hic 

short deadline. 

(Please put a note on the email t d b dvisino that attached is what we have found to date and we are still 

working on this Issue). 

(Please have on the CC Mr. Clifford I fe nd me.. .thanks) 

Further. I advised Mr, Clifford of the other issue regarding the Privacy Impact Assessments (PIA) and DCS-3000, and 
that the deadline for this task is June 9th. 


If there is anything I can do to help you, please let me know. 



TOur good friend l j wlH work with you on this since the 3000 team has done this type of posting 

recently. I believe you already have the additional questions from a prior TICTU advertisement. Can I assume this posting 
will cover the remaining vacancies in the unit? I know two postings are currently being vetted and another will be posted 
soon. I think TICTU has six vacancies. Thanks. 



rOTD) fFBI); I I’OTD) (FBI); 

(FBI) 

b6 
b7C 

The Administrative Services Division/Staffing Unit has requested the OTD have one posting to try to fill the existing 6 
ET vacancies within the Division. 

Please advise me whom I should work with in your Unit on the below listed ET vacancies by COB 5/5/06. 

Also, please advise the employee they have been selected for this duty. 

ETMU □□ backfill 
SPTU \ I backfill 
TICTU I [ backfill 

TICTU - I b ackfill 
TOCU -^^^^backfill 
RSDU I I hankfill 

18 



From: 


Sent: 

To: 

Subject: 



J(OTD){CON) 


RE; DOJ IRP EXERCiSE 


SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


bb 

L7C 


1 = 1 , 


.ooks good... please se J k bout one small thing. Thanks. 


[ 


From; 

1 pTDXCON) 


Sent: 



TO! 

Subject: 


|(OTO) (CON) 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD bS 

fo7C 


I 

Attached are the required deliverables from t he DQJ IRP Ex ercise on the 5000, 6000, and J3094 for your review prior 
to the 10 May due date. I also sent a copy to l b s the ISSO for the 3000 in the event he wanted to use it 

as a template. 

« File: FBI EXERCISE Incident Report Form DCS6000.doc » « File: Activity Log DCS6000.doc » « Fiie: FBI 
EXERCISE Incident Report Form DCS5000.doc » « File: Activity Log DCS5000.doc » « File: FBI EXERCISE 
Incident Report Form J3094.doc » « File: Activity Log J3094.doc » 

I [ricTU isso 

TOpoa ' 

(P) 703 
(C) 703 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


20 




JOTD) (FBI) 


From: 

Sent: 

To: 

Subject: 


l(OTD) (FBI) 


■ RM§01106§5‘ 


^^3, 2006 11:37 AM 


;OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


FYl - 1 received a call from the NYO re RMS 0110088. This RMS requeste r U irds (four | ^ nd two 
I h enessarv for them to go up on a Title 50. NY specifically asked for 3000 a ssistance in this rnaESr. Ine request 
has yet to be fulfilled and has not been reassigned to anyone on the team. Althougt l b id he remembered talking to 
you about it, this circumsta nce ma y have been avoided if the request was assigned to someone on the team when the 
RMS was assigned to you. I | is currently working on it and should have the cards FedEx'ed to NY this afternoon. 


□ 


lb .2 
b7E 


UNCLASSIFIED 


tOTDXFBI) 

From: I \ OTD) (FBI) 

Sent: Tuesday. Mav_Q2. 2QQ6 4 :08 PM 

To: I lOTDt fFB 

Subject: ' c66 ' P-"T T eTO - Backup 'colle^ion 


L6 

lb7C 


UNCLASSIFIED 

NON-RECORD 


I want to clarify an action item mentioned in last Friday's Unit Chiefs meeting. TICTU and ETMU are to provide a 
write-up re backup collection here. Since the DCS-5000 and 6000 systems are not monitoring/collecting in Quantico, then 
the only TICTU system effected would be the 3000 which collects pen register data. Do you vrant comments on the 3000 
system? 


UNCLASSIFIED 


21 





SENSITIVE BUT UNCLASSIFIED 




27 





« File: DCS-5000 Certification and Accreditation Mitigation critical unfunded1_v23.wpd 



28 




UNCLASSIFIED 

UNCLASSIFIED 


29 


loTD) (FBI) 


From: 

Sent: 

To: 

Subject: 


□OTD) (FBI) 


Wednesday. March 2 9 2006 12:03 PM 
I I (OTD) (FBI) 

FW: Pen register discovery question 


SENSI T I VE BUT UNCLASS IFIED 

NON-RECORD _ 

b7C 


n 

Thanks. 


This seems more like an EDMS question than 3000; but if you can provide an answer, please send to me. 


] 


— Original M^age — 

From: | |OTD) (CON) On Behalf Off | (OTD) (FBI) 

Sent ' WMnasflay. wargn M. 2006 9:52 am 

To: I l OTDI (FBI) 

Subject: FW: Pen register aiscovery qu«aon 

SENSITIVE BUT UNCLASSIFtED 
NON-RECORD 


I [ffon j I 

I I 

m ^ESTS/ncru^ 


n-box. 


— Original 

From: 

Sent: 


Me^qe — 


□>0(FBI)^ 
EPF) (FBI)[ 


(red 

(OGcnrai) 

Subject: RE: Pen register dlso)verY question 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




ro) (FBI);[ 


“l(BBfFBH:r 


ItpttfbitC 


-Lao- 


b6 

b7C 


Interesting question. Let me check with ERF. I thought that our devices kept a raw data file on the system, but perhaps 
not 

I "" ^ wilMook into this with our telephone group. I will be up your way over the weekend and will try to follow up. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 


Associate General c;ounsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 


30 



O Q 

Please let us know if you need additional information. Thank you. 


(1) The table below provides the estimated project c<^ts to interface the DCS-5000 to Trilogy. 


DCS-SOOO Project IT Costs 

System components (WAN) 
Networking equipment 
Encryption equipment 
Network maintenance/control* 
Software deveiopment 


$ 388,000.00 
$3,337,000.00 
$ 814,000.00 
$ 250,000.00 
£ 153.000.00 
$4,942,000.00 


•Recurring cost 

Amounts ar e based, in part, o n numbers of networking equipment and costs 
provided bv i i for 82 systems in fieid offices and resident 

agencies. ■ 


(2) SBIT's Input from[[] 


the cost of the hardware, sonware, and the development work for the Interface to the Trilogy network or 
other FBI IT infrastructure for the DCS-SOOO system is approximately $750,000 per year. The majority of this 
cost is for hardware (e.g. routers and other networking equipment). The DCSnet eoRts are approKlmafeiy 
$500,000 per year if you include the IP service contract we have with! Ian elaborate oi 

this topic if needed. ' 

he 

b7C 

f " - I b7E 






^D(0TD)(FBI) 

lav. March 23. 2006 1 1.38 AM 
fFBlI 


RE: nr Information Ri 


ro) (FBl|n_ 
JCOTD) (CORT" 


□ (OTDHFBI);^ 


5t - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


□ 


The cost of the hardware, software, and the development work for the interface to the T rilogy network or other FBI IT 
infrastructure for the DCS-SOOO system is approximately $750,000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking onuinmont^ tho nr.Qnot mote are approximately $500,000 per year if you include 
the IP service contract we have withl lean elaborate on this topic if needed. t 


□ 


b7C 

b7E 


— Original Message — 

From: | loTD)(FBI) 

Sent Thurscia” 'Ra'cTTJS. 2006 8:56 AM 

To: L_ - - forni (fbi)J IOTD) fFBD i I fOTOI (CON) 

Ce; ~l KO TO) (CON) ^ 

Sutqect: FW; IT Infomi'abdnTIequest - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


PG-33 




Due to the move, please provid e k ith all submissions no later than 3pm today, 

gather the date to send it to the front offi^ later this afternoon. 

a the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares date to be sent 
I IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if 
there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? 
Thanks. 


be 

b7C 


m Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Q We should try to complete this task today because tomorrow many of our Trilogy 
nes will be disconnected by 2 pm. Thanks. 


703[ 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


— Original Message--- 

From: I l OTDl fFBIl 

Sent Wedngda^arch 22, 2006 9:28 AM 

To: I t OTD^ (FBI) 

Subject: RE: IT information Bluest • Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


be 

b7C 


This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each system should be looked at so we can determine our investment and support needs that are truly IT. 


34 


We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 



SENSITIVE BUT UNCLASSIFIED 

NON-RECORD b6 

b7C 


I I TICTU personnel have asked that you specify what time period you are inquiring about, as well as 
detuning what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 


supervisory special Agent 

Telecommunications Intercept and Collection Technology Unit (T'CTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Virginia 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 


EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 



Thanks, 


b2 


fe7E 


35 


I k »E PMP 


Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic Sjjr^illgnja Technology Section, OTD 


Cell: 

Fax: 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SEN SIIIVE. BUT UNCLASSIF IED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 

I I (OTD) (FBI) 


From: pTD) (FBI) 

Sent; 'Yhursdav. I\^arc h ^^!2006 1 :00 PM 

To: I „ „ l OrO) (FBI) 

Subject: RE: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Thanks. 

□ 

— Original 

From: I lOTD) (FBI) 

tent: IllUlbtiav, i-iniui JIBS 1138. AM , _ 

Subject: Rb: II Inlomiabbn k&|u^ - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


] (OTD) (CON) 


lb 6 
b7C 


be 

b7C 
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The cost of the hardware, software, and the development worit for the interface to the T rilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for hardware 
(e.g. routers and other networking eai linmpnti ThP or.Snpt costs are approximately $500,000 per year if you include 
the IP service contract we have with | j an elaborate on this topic if needed. 

Ken 


— Original Message — 

From: I lOTD) (FBI^ 

Sent: Thursday, March 23, 2006 8:56 AM 

To; I I fQTDI (Fan J I fOTD^ (FBlJ |(OfTD) (CON) 

Cc; I l )TD) (CON) ’ ' 

Subject: FW: mnforrnatiQn Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


h2 

b6 

b7C 

b7E 


To All, 

Due to the move, please provid d I with all submissions no later than 3pm today. | 
gather the data to send it to the front office later tnis afternoon. 


and I wilt 


the OCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbere, if 
there is an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? 
Thanks. 


□ 


2006 8:14 AM 

To: I K OTO) (FBI) 

Subject: FW: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I We should try to complete this task today because tomorrow many of our Trilogy 
machines will be disconnected by 2 pm. Thanks. 


n - & yE5T5y T ic i u " 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


Supervisory Special Agent 


Q 9 

Telecommunications Intercept and Collection Technology Unit (TICTU) 

Electronic Surveillance Technology Section 
Operational Technology Division 



— OrioinalM^agfr----^ 

From: | |( OTD) (FBI) 

Sent 2006 9:28 AM 

To: I 1 )TD) (FBI) 

Subject tell inwimfflion Request - Needal by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


fob 

fc7C 


This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the 
cost of each systeiri should be looked at so we can determine our investment and support needs that are truly IT. 
We would like to know the cost of the part of each system that is IT (that allows our collection systems to connect 
to trilogy, operate remotely over an IT system, prepares data to be sent over/to an IT system). 


I know this is a little vague but we need an estimate with some basis behiond iL 


kOTD) (FBI) 

ysesaav, march 22, 2006 9;14 AM 
ToTD)(FBI) 

Tr Infotmadon Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I | ICTU personnel have asked that you specily what time period you are inquiring about, as well as 
' OBTining what you consider IT to be. Are you asking about costs from the inception of projects that could date 
back years, or something else? Thanks. 



Telecommunications Intercept and Collection Technology Unit (TICTU) 

Electronic Surveillance Technology Section 

Operational Technology Division . . 

Qu antico. Virgin ia ^ 

70 j 1 b7C 



Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
38 


^ ® 

systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interface to the Trilogy network or other FBI IT infrastructure. 

This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 

EDMS -IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 

CARTSAN - IT Interface 
CART Family o f Systems 

I b2 

Central Monitoring Plant Network ■ b'^E 

PRntrai Mnnitnrina Pliyit Systems Operations Center (CSOC) 


Thanks, 


f E, PMP 

jgram Management Office Manager 
ELSUR Management Technology Unit 
Electronic ?^iitvaiiianr<>T«rhnninnu Section, OTD 


b6 

b7C 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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From: 

Sent; 

To: 

Cc: 

Subject: 


if OTD^ (FBI) 

Thursday. March 23. 2006 8:56 AM 


I (OTP) (co F?7 

□DTD) (CON) 


](OTD)(FBI][ 


FW; IT Information R^uest - Needed by Friday 3/24 


] 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


To All, , 

Due to the move, please Drovide l~~~~l with all submissions no later than 3pm today. I l and I will gather 

the data to send it to the front office later this afternoon. 

I li the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares date to be sent over an 
IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is an IT cost 
for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. 

□ 


— Original 


To: 

Suldecb 


_3otd) (< 

2006 8:14 
□OTD) (FBI) 


FW: IT inrormation Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I We should try to complete this task today because tomorrow many of our Trilogy machines v 
be disconnected by 2 pm. Thanks. 



b6 

b7C 


J(onnD)(FBi) 

Wednesday, March 22, 200^0:57 


l (OTD) (FBI 

FW: rr Information Requrat - Needed by Friday 3/24 


□toTD) 


J(0mHF8I);[*_ 


□ipTD) (FBI);n 
^jnrp) (FBI) *— 


■JOTD) (CON) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




Pis see below. 



Telecommunications Intercept and Collection Technology Unit (TICTU) 
Ele^ronic Surveillance Technology Section 
Operational Technology Division 
Q uantico. Virgini a 

70< I 
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From: I l OTDI (FBI) 

Sent: waHnocria» iv^rrh 22 , 2006 9:28 AM 

To: I IQ TDI (FBI) 

Subject: RE; IT Information Request • Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I 1 

This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our invesbnent and support needs that are truly IT. We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this is a little vague but we need an estimate with some basis behiond it. 


From: I ^n-m^ (FBI) 

Senb . llllnriniinrrni i I IInMi i 2006 9:14 AM 

To: I lOTD) (FBI) 

Subject: RE: FT Information Request - Needed by Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I | cTU personnel have asked that you specify what lime period you are inquiring about, as well as defining what 

' yuubuiisider IT to be. Are you asking about costs from the inception of projects that could date back years, or 
something else? Thanks. 


isry bpeeialAi 


t^uperuisery bpeeiai Agent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


b6 

fo7C 


—Ori ginal Message — 


2oTD)(FBI) 


Sent: 7u^a^j_March^lj2006 PM 


'l 

cc: 1 riTD) (fb| , Icoxmj 


1&TD) (FBI)I 1 

Subject; IT Informatton Request - Needed by Friday 3/24 

lUIUHPBU 



3rTD) 


J(OTD) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTO collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, 
please determine or estimate as best you can the cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 


EDMS - IT Interface 



42 



o 




3l Mess |flfc^ 


I fOTDl (FBI) 

Wedne sday. March 22. 2006 9:14 AM 

Ta t D TDl (FBI) 

Subject: RE: IT Information Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I TICTU personnel have asked that you specify what time period you are inquiring about, as well as 
defining what you consider IT to be. Are you asking about costs from the inception of projects that couid date 
back years, or something else? Thanks. 


[ 


■Sn^raSSfTWBnCgent 

Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


4 J 


be 

b7C 


— Original Mess age 

From: I (FBI) 

Sent Ti.P.v1av Marrh 71 4-1 1 PM , , 

To: rFRTVl IroTDUFBll h Tm fFRI),- 

an-rn[^^ ■OTDUFBI): | | U)) (Hfl j I 

Cc: ■ rnX)) (FBI)j i fOTDIfFBDJ ~l(rTDHFBn:r | 

ln-mt?FRTV f t fo-rfll (FBI)I |(OTD) (FBI) 

Subject IT Information Request - Needed by Friday 3/24 ■ 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems 
listed on the OCIO master list of systems, applications, databases, and networks. For the 
systems/projects listed below, please determine or estimate as best you can the cost of the hardware, 
software, and the development work for the interlace to the Trilogy network or otiier FBI IT infrastructure. 
This will help us separate the funding of National Security Systems that are not truly IT from IT systems, 
databases, applications and networks. Please provide an estimate by Friday 3/24. 


EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 
Systems 


— CAfiJLEamibLoLSys 


Central Monitoring Plant Network 

Central Monitorina^l ant Systems Operations Center (CSOC) 


b2 

b7E 


I P£, PMP 

Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic Survalllnnna Tee hnolonv Section, OTD 
Phone: 7031 


o 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


L(OTDHFBl) 

A/ednesdav. March 22, 2006 9:21 AM 

n(OTD) (CON) 

-w: 1 1 inTormauon request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Original Message;;;; 

From: | 

Sent: 


|( OTP) (FBI) 

BBagWareh 2 2, 2006 8:5 9 iW 
' (FBH:! 

I OTP) 

I' Infomiabon Requfet - Needed oy i-naay 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I [ Please coordinate a response tof 


All, P lease see below message and ascertain your costs assi 
info t d b v Thureday, 3/23/06. 

I t ase assis i l /ith a coordinated response to [ 

necessary. Thanks. 


d with the listed systems/projects. Please provide this 


I Note deadline of 3^4/06. Reminders a 


^n^ivIsSry bpeaal Agent 

Telecommunications Intercept and Collecdon Technology Unit (TICTU) 
Electronic SurveiBance Technology Section 
Operational Technology Division 



Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and networks. For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the T rilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 


EDMS - IT Interface 
DCS 6000 -IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interfece 


rftHTCnm ilM| OfS 


Central Monitoring Plant Network 

Central Monitorina Pla nt Systems Operations Center (CSOC) 


I P£, PMP 

bl^ctronics engineer, Hrogram Management Office Manager 
ELSUR Management Technology Unit 
Electronic Sut^jUao^J’echnology Section, OTO 
Phone: ~ , 

Cell: 20l1 I 


b2 

b7E 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
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Per our discussion, he re are some items of interest/or concern with regards to OCS6000 remote workstations. 
Also, I have talked with i l and his is in agreement that Chicago would like to be a test site once this 

capability exists. We would be interested in an estimated time frame that this could happen and if there is 
anything that could be done to speed up the release of this technology. 


Concems/or Issues that may n^d to be addressed; 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 


Possible requirements at a remote site; 

Computer(s) (DCS6000/3000) 

Router + (T1's (Network connection/data) and/or ISDN's) 
Remote Server 


North deniral Regional Supervisor - Chicago 
ELSUR Technology Management Unit 
Ele ctronic Surv eillance Technology Section, OTD 

— ' kOesk) 

IFax) 
fCell) 


b6 

b7C 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 



Subject: FW; DCS6000 Remote 


UNCLASSIFIED 

NON-RECORD 


^ T^ril forwarding this e-mail to you in regards to 
desires to remote a T-HI from headquarters city to theiil 


accreditation issues mentioned below. Chicago 


I the| pollecting for years, so one would think the jurisdictional issue is not an impediment or has h2 

. 75 ™ be ehallei^S^ iH thd 66drts. Do you foresee problems? b7 E 

I \ as for Security, would accreditation be a problem if TICTU addresses this case from a proof of concept perspective? 
TT^evoiceBox (VB) collection system will be going through the C & A process ao ^n shortly. A lso, this system is 


unclassified, and even though the interception would be traveling from Chicago tol 
via a T-1 , the routers will have encryption. Is that enough to satisfy Security? Any 


Also, this system is 

from/to FBI controlled space) he 

forseen problems? hic 


I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R&D. Thanks. 




UNCLASSIFIED 

NON-RECORD 


(C6)(C0N) 
3 12:10 PM 
HFBI) 
(CGKFBI) 


RMS# 105654 - Previously submitted requesting DCS6000 remote capability (Assigned td I- Status is 

Working ^ ' 

Per our discus aon. here are some items of interestfor concern with regards to DCS6000 remote workstations. Also, I 
have talked witl l h nd his is in agreement that Chicago would like to be a test site once this capability 

exists. We would be interested in an estimated time frame teat this could happen and if there is anything that could be 
done to speed up the release of this technology. 


Concems/or Issues that may need to be addressed: 
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Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 


Possible requirements at a remote site: 

Computer(s) (DCS6000/3000) 

Router + (TVs (Network connection/data) and/or ISDN's) 
Remote Server 


T^WHTCSnrrarRSgTonal Supervisor - Chicago 
ELSUR Technology Management Unit 
El ectronic Surve illance Technology Section, OTD 
31 J Desk) 

31; Fax) 

3i:| pell) 


JOTD) (FBI) 

gv 11, 2006 12:22 PM 

□(OTD) (FBI) 

ISrto Questions Posed by FISA Court Judge 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Here are the questions posed which we discussed-earlier today: 

1. Identify and fully describe the DCS-3000 database. 

2. The FBI's practice regarding storing, accessing, marking, deleting, and handling of FISA materials within the system. 

There is another question re minimization procedures which could be adopted on an expedited basis, but I don't 
believe this would pertain to the DCS-3000. It seems the time line for completing this is on hold, so please do not rush to 
get this completed. Thanks. 


□□ 


SENSITIVE BUT UNCLASSIFIED 
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>TD) (FBI] 


From: 

Sent: 

To: 

Subject: 


(OTD) (FBI) 

'Q. 2QQ| 12;18 PM 


r I fOTD) rCONl 

RM^REC^U^Sf ' 1^1 ^7915 


UNCLASSIFIED 

NON- R E CO RD 


Thanks j | 

o 


-- — Original 

From: 


I (OTD) (CON) 
21077006 1 1:30 AM 


' RE: RM5 RE(5UE5T 


06 1L3 
Inir n rmi t 

t OTD) (CON);| 
raJlOTSlS *“ 


"bTom 




TCCRT 


^JOTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


After talking to the s ite - it turns out that it is the 3000 system UPS that died and not th| |has 

already sooke n with I ^i ind he believes he has a replacement on the shelf. The kms needs to be reassigned to 


— Ori ginal Message — 

From; f bTD) (FBI) 

Sent: ' Ti.pgHa» 'BSmarln 7nnfio-s4AM 
To: I l (OTD) (CON) 

Subject: RMS FiEQuest #0107915 

UNCLASSIFIED 

NON-RECORD 


there something we can do about this? 




b2 

b6 

b7C 

b7E 


— Ori ginal Mssage- — 

From: I l (SU(FBn 

Sent: Mar^a^Januaoflg, 2006 8:35 AM 

To: I IOTP) ( FBI) , , 

Cc f t OTDI fFBn i fe Ll (CON) 

Subject: RMS REQUEST #0107915 

UNCLASSIFIED 

NON-RECORD 


SL had a UPS fail on Friday in our FISA room and we don’t have a 
backup for the backup. 

I have submitted an RMS request for a new APC1500 UPS - if possible 
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I KOTO) (FBI) 

From: I I tD) (FBI) 

Sent: Tuesday. January 18. 2005 1 1;41 AM 

To: 1 1 If l TFU (FBI) 

Cc: I l(ITD)(FBI) 

Subject: MA/; Uomblrtmg the Collection sy^ems under one C&A 



NON-RECORD 


1=1 

I spoke with the DCS-6000 guys earlier today and they echoed similar comments. 
I i Thanks 


Mike 

— Ordinal MftSsaQg.-=" , 

From:| llTD) (FBI) 

Se nt: Tuesday. Janua ry 18. 2005 11:35 AM 




;rTD) (FBI) 
|(ITD)(FBI) 


Subject: RE: Combining the Collection systems under one C&A 


he 

h'hZ 


UNCLASSIFIED 

NON-RECORD 


n 


I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 


DCS-3000 ISSO 
DCS-5000 ISSO 
DCS-6000 ISSO 


□ 


— Qr lolnal Message--— 

From: ! I flTD) (FBI) 

Se nt; Tuesday, Januar^lS, 2005 8:21 AM 


(FBI)( 

;iTD) (CON) 


^rTDKFBI) 


Subject: pw: combining the Collection systems under one C&A 


b6 

lb7C 


ALL IHFORHATIOH COHTAIIilED 

HEREIIJ IS roiCLASSIFIED 

DATE 06-12-2007 BT 65179/DHH/KSR/JIAJ 



UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

Here is an e-mail moving about regarding C & A. 


Please review. 


1 


-Original Meg^gge-- 
it;Tu( 


From: ! "t uD) (FBI) 

Se nt; Tuesday, January 18. 2 005 8:00 Afil. 

to! I riTDi (fbi)[T 

nr pifFBn:! 


be 

b7C 


Cc:| |fTD) (CON) 

Subject: Lomoining me Loiiection systems under one C&A 


□(ITDKFBI)^ 


icD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A 
makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine 
the collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that 
makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheeisj ^ ^ 

ibbM, uuantico complex 
ERF (703: | ^ 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 



FYI...if there is any reason(s) not to.. .please advise. 


Mike 

— OrjQinal Message-—: 

From i If UD^ (FBI) 

Se nt: Tuesday. Janua ry 18, 2Q0S.8;3-LflM 

To i lOTD) ( FBI)I l(ITD) (FBI) 

Cc; | IT TP) (CON) 

Subject: FW: Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

Here is an e-mail moving about regarding C&A. 


Please review. 



•Original Message — 



Se nt: Tuesday. January 18, 2 005 8:00 / 
To d r iTD^ (FBDI 

(FBI51 t§e3))(CON)n 

cd ~l(rrp^ (cbiT 


Subject: Combining the Coliection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU, CU, and I] came to the conclusion that combining systems under one C&A makes 
sense (in some cases). I'd like to get your opinion on this matter as I'm looking to combine the 
collections systems ( DCSnet, DCS 3000, 5000, 6000, and J3094) under one C&A (if that makes 
sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 



UNCLASSIFIED 

UNCLASSIFIED 


4 





From: 

Sent: 

To: 

Subject: 


I lOTD) (FBI) 

Monday. November 2 1 , 2005 2:34 PM 

FW: LX-1 Presentation on 12/5/2005, on TTA abilities 


UMCLAQQi rie P 

NON-RECORD 



Can you do the submissions? 


IZZI 

— Original Mes sage — 

From: I I OTD1 (FBI) 

Sent: Monday. Novembe r 21, 2005 2:26 PM 

To; I nfOTDU FBO 

Cc: I ^ OTtn (FBI); | | (OTD) (FBI) | K OTO) (FBI); I t OTD) 

Subject: RE: LX-1 Presentation on 12/5/2005, on TTA abiiities 



UNCLftBOIFtPP 

NON-RECORD 


Someone fromL 


]group will 


be attending also. All of the names should be submitted together. 


SECI 


:^T 


— Original Me^ge — 


, ^ET 

From: | |OTD) (FBI) ' 

Sent: Monday. NoverriB a- 21. 2005 1:40 PM 

To: J (FBI) 

Cc: I b lD) (CON) | 

Subject! RE; LX-1 Presentaton on 12/5/2855, on 1 

UMCLAQOir teBT 

NON-RECORD 


i Won TT AablE *^^ 


As his schedule stands today ! *h as volunteered to represent the DCS-5000 team. I do not think any one wll 
be joining him. 

I I please forward the information asked b |^ | to him before the 30th. Also, advise if additional assistance 

is needed. Thanks. 


— OrlglnalJM^age;;— 

From: 1 "1 (OTD) (FBI) 

Sent: Wednesday. Novem ber 16, 20M_9j09^M^_^_^ 

Cc: I K OTO) (CO ~ 

Subjecbra: lj(-l PresenbEon on 12/5/2005, on TTA abilities 


This brief/EXPO which is requested by Counter-Terrorism is being pushed by the front office. 


I believe the DCS-5000, Portabl* 
Please advise and use! 


md the OCS-3000 platform is what the division is interested in. 


las our point of contact. 


1 =^ 

P S. I |lel 


— Original Message — 1^2 

Freitl! I t OTD)(FBl) )K6 

Sent: Tuesday. WnuenritiPr jq. 2005 1:36 PM ^ „ 

to: I IfOTDUFBn 

Subject: LX-1 Pr«entation on 12/5/2005, on TTA abilities ® ^ ^ 

UMC^SglCIEJL 

NON-RECORD 

AfternoonI | here is the follow-up on our brief conversation this morning. As its stands right now OTD is 
scheduleoTo make a presentation like the one made to/at FBIHQ in May of this year. If you could send me the 
name(s) of TICTU personnel that will be handling theTICTU table, I'll need their Name, DOB, SSAN, and Status 
(Agent v Support) by 11/30/2005. LX-1 Security likes to know who is carrying a gun in the bldg. Here is a simple 
set of driving instructions from Quantico to the LX-1 Blda: 






c 


As his schedule stands today l l has volunteered to represent the DCS-5000 team. I do not think any one vt 


be joining him. 

I lilease forward the information asked |o him before the 30th. Also, advise if additional assistance is 

needed! Thanks. ' ' 


□ 


— Original 

From; 

Senb 


(OTD)(FBI) 
jber 16, Jnn-; g-ng am 

TBJiXEanf 


— K OTO) (FBI)IZ 

_10TD) (CON) 




YbHPBl) 


](OTD)(I 


](OTD) (FBI): 


fc2 

bo 

b7C 

b7E 


Subjecb FW: LX-1 Presentation on 12/5/2005, on TTA abilities 

WaLAAAII ILD — 

NOIM-RECORD 


Hello Guys, 

This brief/EXPO which is requested by Counter-Terrorism is being'pushed by the front office. 

I believe the DCS-5000, Portable [~ |a nd the DCS-3000 platform is what the division is interested in. 
Please advise and us ^ 


^s our point of contact. 






Sincerely, 


:T 


9 


b6 
b7C 

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC APPROVAL 

Fron J'"'”^' ~| (OTD) (CON) 

Sent: Friday, November M, 2005 7:47 AM 
To .r 'bG O (FBI) 

c d i rgrp^ (FBI) 

Subject: Digital Collection description 


Assistant General counsel 
Adminis trative La w Unit. Room 7338 
202-32 41 I 


NON-RECORiT ** 


3^ope this provides what you need. If not, please let me know. If you need a more succinct or technical 


description. Hi provide it. 


ib6 

b7C 


Glad we finally met. Thanks for your help 


D 


Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which, provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection 
program include systems (foreign counterintelligence and law enforcement) that possess similar functions and 
capabilities to interrupt telephone, microphone, and facsimile communications; however, the primary difference is law 
enforcement system's requirement to minimize collected communications. The passage of the Communication 
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and 
the explosion of telecommunication options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 


The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen 
register (incoming and outgoing dialed digits, caller identification, date/time of communication, and other signal related 
information), analog and digital telephone calls, facsimile and modem transmissions, and microphone audio. High 
density drives and magneto-optical disks are utilized for temporary and permanent storage, respectively; no special. 


sEefe— ^ 







environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other 
federal, state, local and tribal agencies, as required. 


The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, which dramatically increases the efficiency of trial preparations. While 


informatioi 1 




b2 

fo^E 


UMCIlAOBIFCD 


If bin 


UNCLAS«Hgir 


8 


nskiisiFiEp 

Iotdhfbi) 


From: I “"b lD) (FBI) 


Sent: 

Monday. October 31 . 2005 3:29 PM 

1 


To: 

1 ^ (OTD) (FBI),! 

1 (OTD) (FBI)I 

1 

Cc: 

roTm fFRh 

1 l(OTD)(FBl| 

|(OTD)(FBI);| 

|(OTD) 

Subject; 

(FBI) 

ET Telephone Interviews 




ec..e.Tiwe p yr U>JCLACOtfHED 
NON-RECORD 

be 

b7C 

Gentlemen, 

Due to the short deadline (Thursday). I have aske( | | o put together some questions and contact the below listed 
applicants for a telephone interview. I have already with two of them to secure a time-frame when they can be 

interviewed tomorrow. In speaking with Human Resources, any number of ques tions can be asked as long as everyone is 
asked the same questions. We are to handle three of the below j p roup will interview the rest. 

FINAL APPLICANTS 


* had TS-SCI clearance ^ 


expecting a call Tuesday 13:00 • 16:00 (will be in all day and has interviewed with TRU); 


pill Tuesday 07:00 - 16:00 (preferably after 13:00); has S clearance 

left message at residence (no answer at work; needs follow-up) 

CS-3000 tearfi to arrange a telephone interview (we are welcomed to participate) 

DCS-3000 team to arrange an in-person interview at the Academy (we are welcomed to participate) 
J-DCS-3000 team interviewed him this afternoon (a DCS-3000 team selection) 


| [OTD) (FBI) 

From: I I rOTPIfFBII 

Sent: Friday. October 1 4. 2005 10:23 AM 

To: . nZZZZ—JQID) (FBI) 

Cc: I l iOTDI (CON) 

Subject: FY2005/ 2006 DCS Agenda/Goals/Objectives/Results 


fo 6 


NON-RECORD 


Below are the goals/accomplishments ftjr the DCS Program in FY2005/2006: 


OBJECTIVES/ACCOMPLISHMENTS FOR 2005 (I have only included those goals which were pertinent to DCS' mission 
in 2005) 


10 




1. Consider possible realignment of teams/responsibiiities 

2. Visit four (new) digital collection vendors 

3. Assess need for additional personnel, to include: 

Full time TICTU Security professional 
Technical writer 
Secretary/Assistant 
Data Base Administrator 
Additional ET/EE/etc. 

4. On-site visit t^ I re hub system concept 

5. On-site visit tc [^^^^^^^Jeregionalization concept 

6. Consider way to evaluate work activity for efficiency/staffing/work 

7. Consider pilot testing Domain Server Access for back-up of FO servers (DCS-5000 server Disaster Recovery 





SbrEl ® 

8. Expand Program's visibility in TICTU's annual East/West conference 

9. Develop a project plan to reflect and monitor DCS-5000/6000 (DCS-3000?) project goals for FY2006 

Please note that there were other FY2005 goals which I considered as part of our mission/normal activity. Hence, there 
was no need to entertain them in this correspondence. Also, I have been informing my personnel that due to these lean 
times, it would be prudent to not simply respond to any request with a "yes". It would be better to say "yes.. .we can 
probably do that but let me get back to you..." We must be able to assess the impact of a request before we commit to it. 

Industry best practices suggest that a review and impact statement be generated outside of a project’s scope/plan (I 
know we are government). Simply "knee-jerking" to every request leads to "robbing Peter to pay PauP’ situations which 
does not reflect well on any organization. There are other units/offices who's tail is 'wagging the dog' (us)instead of the 
otfier way around. 

Please disburse to program members after review/changes. Thanks 


□ 


!b6 

fo7c 



[OTP) (FBI) 


From: I \ OTD) (FBI) 

Sent: Thursday 6ctober 1 3. 2005 9:40 AM 

I K OTm (FBI) 

Subject: Rt: MO issue 


SECRET 

RECORD 97A-CG-120S87 


Thanks. 



Original Message 

Fro m I fOTD^ (FBI) 

Se nt! Thursday, Octo ber 13, 2005 9:04 AM 
Tori IfOTD) (FBI) 

I (OTD) (CON) 
Subject: RE: MO issue ' 


sec re t 

RECORD 97A-CG-1 20587 



SECRET 





there in the CMP. It is powered down dhJKwiapped/covered with a plastic tarp. Do we want to send a crew down to 
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 
???? 



UM0LA33I FtgP 

NON-RECORD 


I I b2 

' During the Houston office closure during hurricane. Rita I installed a DCS 3000 in th J fc nri prepared 

the VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 
system I am waiting to see what NO decides to do. We will be sure to be available to install the system and get it 
going for them when they are ready and know where its going to be. When I have any further updates I will be 
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas Instead of 
Galveston and Houston. 



JJ ^^CLAD0l^ ^ep’ 

NON-RECORD 


Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 




23 



Do we anticipate'a temporar^Hequirement in [ 
Any other info??? 



NON-RECORD 




NO) 

(TICTU) (FYI) 


RE: DCSP Support 


FYI. I K out of the Houston offtc al has evacuate d Houston because of RITA'S path, and is now 

in the Shreveport RA. His cell phone # is l I His cell phone coverage is spotty but you 

should be able to call the RA directly to locate him. He can be available to assist in checking out CMP 
collection systems equipment and/or relocating the equipment out of the NO office. All this said, you 
may have already been in contact with him, so I'll lejve it in vour hapds. If you need any further, or more, 


assistance, please don't hesitate to email or call am 
Services 

EIsut Technology Management Unit (ETMU) 

Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

ERF, Quot 

ret S40-f 
Celt 54d 
Fexx: S40\, 


ir myself will see that you get it 



](OTD) (CON)C 




Subject: FW: NO Sitrep 


]{rTD) (FBI) 


NON-RECORD 


Heads up that a.request for DCSP support in NOLAT 
— Original Message — 


]will be coming. 


J 


SECRET 





Subject: NO Sitrep 


](HO) (CON); 


HD) (FBI) 


Would ya’II forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FRI mnuars win r.nmmftnr.f* mnulnn'all nf niir TA/FT/CMP aqiiipmant from NeW 
Orleans to our new offsite| ______ | This includes moving 

all CMP equipment (Voicj Bux. uuajuu J b tm: ' ' 

During this move I am sure things will be damaged. We cannot leave anything in place for space h 2 

management is to begin gutting our entire field office next week, in a perfect world, we will be back in our b 6 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in bvc 

bldgs from Covington, LA to Baton Rouae . with Baton .Rouge having several bldgs housing different b7E 

programs. I have asked TT 4 It o o)ntect TICTU, et al to help set up temporary DCS 3000, etc in 

our Shreveport RA. As for as any CMP down here, I do not know at this time how that will evolve, but 
once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

I \ I may ask for a few TTAs in the next week or so to come and help set up our new space. There is 
a TR# associated with this that I will get for you ifAvhen needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those 
interested in coming what the conditions are. 1 will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 

That's it for now. I'll keep you posted. 


□ 


ONeMSStElgQ 


"TJNU-AjmriBP. 


’ u miAam RSOr - 


— ShesET 





□ 

As you can see, we are working the issue. 

One thing we will need is additional power. - Specifically three each 30A circuit s These will he 
required to support any upgrade of the Gitmo system, and as can be seen fron j 1 trip 

report (attached) they would allow us to increase the UPS configuration supporting the existing , 
system and hopefully improve its performance until we can get it replaced. ,, 

We are hoping to replace the existing 1500 UPS with the 3000 models / and ERMs ( Extended Run 
Modules) Each of these is a 4u rack mount so verify that you have rack space as well. 


Please let us know ifAnrhen the additional power ckts may be ready . 
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□□ , , 

I have copied a message from the TA d l in New Orleans which will provide an update of their 

current situation: 

Would ya'II fon/vard this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and F BI movers will commence moving all of our TW ET/CMP equipment from New Orleans to our new 
offsite af ani ^ p-hic jncludes moving all CMP equipment (Voice Box, 

DCS30oq per 

During this move I am sure things will be damaged. We cannot leave anything in place for space management is to begin 
gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by the end of May, or 
early June '06. In the interim our division will be scattered in bldgs f rom Covingto n. LA to Baton Rouge, with Baton Rouge 
having several bldgs housing di fferent programs.^ I have asked TT Aj p contact TICTU, et al to help set up 

temporary DCS 3000, etc in oui l l As for as any CMP*auwii iiyiy,* I do not know at this time how that will ib7 e 

evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of 
our equipment Also, I am sure we will have to surplus equipment but we will take it one step at a time. 


nz\ 


b6 
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SECRET 


Subie d ^ nd VB Systems 


Could you Plea se tell me the status of the systems that are/were housed in the New Orleans FO? I was talking to n ^',7 ^ 
I yesterday, and she told me the current building will be out of commission for at least 9-12 

months, so I was wondering what has happened to these systems. 


Fteta engineer 

ELSUR Technology Management Unit (ETMU) 
£/ TOfro/7/c Surve Wance Technology Section. OTD 


3CN3 ITI VC: UU I UNCLA SSIFIED" 



Subject: Invitation to Cisco on Thursday, Septemb^ 15 


- umeLAaainEtr 

N ON ^ RECORD 

b7C 


I ^ called this morning to inform us that Cisco will not be cotru na to ERF tomorrow 

because of problems getting them into our building. However f | puld like to invite members 
of the 3000, 5000 and 6000 team to travel with him to Cisco in H erndon o n Thursday. Lunch will 
be provided by Cisco. If you are interested in attending, please l a k now first thing in 
the morning (9/15). Thanks. 



(OTP) (FBI) 





© 


A short list would include: 


1 . Provide automated uploading from DCS-3000 to telephone applications. 


" '■ b 2 

3. Provide automated uploading from thel bollection system to telephone applications. 


— Originaj_Message™- 
From l K CTD) (CON) 


EOPS_TECH 
Subject: Phone Records 


^TD) (FBI); HQ-DIV13- 


NON-RECORD 


lb 6 
b7C 


b2 

b7E 


I [asked me to contact you regarding an issue of transferring massive amounts of 

DNR data into I I Can you send me an email with details of the issues? Anything you 

can provide will be helpful. 

Thanks, 


Sf=W»R-|\fF RIITMhini A,mn=n 


SEMSiimfcB UT uMcuvee >He» 


aC W OfTWCDUTUNOkASeinilD - 
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RE: Phone Records 


bounce primarily to EDMS with TICTU 
:TU, DCS-3000) . 


(o fb) 

Subject: RE: Phone Records 


J{CTD) (FBI); HQ-DIV13-EOPS_TECHf 


I am open all week that week. 


— O riginal Message — 

Fromj [:CTD) (CON) 

sent; 'l UaSflaV. JUIV UbV 2005 12:17 PM 


Subject: RE: Phone Records 


](crb) (FBI); HQ-DIV13-E0PS_TECH | I 








"'■^EesHr' 
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NON-RECORD 


Would you like me to attend and present, or would you prefer ! | 'm not too keen on the weekend thing. 


— or|giQaliOsssaa&=^ 

Froni: l I fOTP^ (FBI) 

S ent; ~mursdav. June 16. 2005 3:40 PM 

Tc| f(OTD) (FBI)I tOTD) (FBI) 

SuDjecc: FW: 2UU5 1 1 mU Annual Business Lonrerence 


NON-RECORD 


Gents, for your eyes only; please provide a response before the deadline below. 


Mike 

— O riginal Message — 

From f 

Sent: Wednesday, June 15, 

To:I IfOTDI (FBI):r 

bTb)W;L'^ 

I |(QTP){FBI^ 


tOTD)(CON) 

T5!55PM 




(conC 


ifTTPucowyT^ I/hihi'wL'? 

□Eoto) (FBI);[ 


3? 




pW2 

(gl) rfBI); 


}(FBI) 


Subject: 2005 ETMU Annual Business Conference 


J(rTD) (FBI)[; 


_ I dTDHmftivr 
J^infb)CCON); 


] (0TC») (CON) 


f(ITD) 


be 

b7C 



NON-RECORD 


I I Unit Chief of the ELSUR Technology Management Unit (ETMU), requests your 

participation in the 2005 ETMU Annual Business Conference. This year’s conference is 
scheduled for 14-16 October, in Skokie, IL, at the Hilton’s Skokie Hotel and Executive Conference 
Center. 


The 2004 conference planning committee received extremely positive feedback regarding the 
Subject Matter Expert (SME) presentations. The compelling message was to continue the 
presentations in 2005 and to expand on the topics and time allocated for presentations. There is 
a high level of interest in your area of expertise. Your participation as an SME on the topic noted 
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below would ensure success in accolTr|»lishing one of the goals established for our annual 
conference - to provide a forum for the exchange of information on the current status and future 
vision of key programs of interest to attendees. 


We have identified several SME topics for presentation this year and will allocate approximately % 
of the day on Sunday, 16 October, to the SME presentations. We anticipate 50 minute sessions 
that wouid include the presentation and a question/discussion period. There will be 10 minutes 
between sessions. We have secured sufficient space to accommodate each of the topics noted 
below. 


The proposed SME topics are: 



Please contact I . confirm your participation in the ETMU Annual Business 

Conference as an SME by 24 June. If you are unable to participate, please consider an alternate to 
attend and present on your behalf. Please include anticipated audio-visual requirements with your 
response so that we can plan accordingly. We will schedule a meeting with the SME team in 
advance of the conference to review details of the SME portion of the agenda and ansv yer anv 
questions you may have. Please feel free to conta d b t 540 ] | if 

you need any additional information. 



ELSUR Technology Management Unit(ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Investigative Technology Division (ITD) 

(Desk) 

(Fax) 
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aPKIftlTIWP RLIT_UMllL.&CCIga» 

NON^ECORD 

I I Unit Chief of the ELSUR Technology Management Unit (ETMU), requests your 
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participation in the 2005 ETI\7fOXinua^usiness Conference. This year's conference is scheduled 
for 14-16 October, in Skokie, IL, at the Hilton's Skokie Hotel and Executive Conference Center. 


The 2004 conference planning committee received extremely positive feedback regarding the 
Subject Matter Expert (SME) presentations. The compelling message was to continue the 
presentations in 2005 and to expand on the topics and time allocated for presentations. There is a 
high level of interest in your area of expertise. Your participation as an SME on the topic noted below 
would ensure success in accomplishing one of the goals established for our annual conference - to 
provide a forum for the exchange of information on the current status and future vision of key 
programs of interest to attendees. 


We have identified several SME topics for presentation this year and will allocate approximately % of 
the day on Sunday. 16 October, to the SME presentations. We anticipate 50 minute sessions that 
would include the presentation and a question/discussion period. There will be 10 minutes between 
sessions. We have secured sufficient space to accommodate each of the topics noted below. 


The proposed SME topics are: 


1. DCS3000 1 I 

2. Analyt ical Toolsl I 

3. EDMSi T 

4. DCS5d00 l I 

5. Lanauaae^rvicej I 

6. CART SA N I I 

7. DCS6pflni i , 

8. RCFLl . A 

9. PMO/RMq I 


he 

b7C 


Please contac i H o confirm your participation in the ETMU Annual Business 

Conference as an SME by 24 June. If you are unable to participate, please consider an alternate to 
attend and present on your behalf. Please include anticipated audio-visual requirements with your 
response so that we can plan accordingly. We will schedule a meeting with the SME team in 
advance of the conference to review details of the S ME portion of the agenda an d ans wer any 
questions you may have. Please feel free to contacq [at 540 l I F 

you need any additional information. 


ELSUR Technology Management Unit(ETMU) 




r— I 


In reference to telcall m essage left for U c T^ n 5/2/200 5 re persons available for VB and DCS-3 00Q expert testimony, 
JSI has provided the name | | contact numbers ! I As for the DCS-3000 

matter, I doubt if someone nsrs Will UJ5 traveling to your neck ot the cacti to testity. It was pointed out to me that a simpie 

way to veri^ the accuracy of the DCS-3000 is to compare its data with th ^ nf the nan ret^ t ^ for that line . Still, .anre I 

believe t his is not the answer you are looking for, you may want to contact ! y 0 3 b r | | 

I I 70 J l and either one would be able to assist one of your 1 1 A's in understanding the functions of this 

equipment so that one of them (or yourselO can testify. I hope this helps. 
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The first new employee orientation in 2005 is scheduled for May 10 - 12. Your involvement in 2004 was a key 
^ctor in the success of all orientations conducted. As our team continues to merge over the coming months I 
shall appreciate your feedback and involvement in continual enhancements to the orientation program. As 
evidenced by orientation survey results and management feedback, new employees are being assimilated 
more effectively and expeditiously. 


The Agenda is attached for your review. I hope that your schedule will allow you to participate. The 
technology manager portion of the program is scheduled for Wednesday 1 1 May from 1 :45-2:45 and 3:00 to 
4:00 (a short break scheduled between sessions). Please let me know if you (or a designated alternate) would 
be available to provide an overview of the following systems: 


1:45-2:1 5 DCS3QQ Q 
2:15-2:45 1 I 

2:45 - 3:00 "BfeaT 
3:00 - 3:30 DCS5000 
3:30 - 4:00 DCS6000 


b2 

b7E 


For planning purposes the remaining 2005 orientations are scheduled for; August 9-1 1 and November 8-10. 


Thanks in advance for your time. I look forward to your feedback on the agenda and your participation. 
Please call me with any questions you may have. g 

fc7C 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Op erational Ty hnoloov Division (OTO) 

540 Joesk) 

540| [Fax) 


UNCI ASfilFIFn 


ISIFIED 


TTiin r r-irirr 
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I l(OTDI (FBI) 

From: • I l lTD^ (FBI) 

Sent: FmL^QaUL2m2-Q^ PM 

To: i Itd^ (CON) 

Subject: FW: I I meetina with DITU on Monday 25 April 


5EC1«T//ORCON.NOFORN b2 

RECORD 66f-ho-1410124f 


Please reserve a conference room for the 25th, 9am - noon. I will see if members of our 3000 and 5000 teams, as wgll 
as DITU, could join the party since some of the advanced questions may best be answered by others. Please provide r'll 
with the meeting location/time. Thanks. 


I UHfliJ ai 

From! ! 


fc2 

b6 

b7C 


I Msssqfc 


Irro) (OGA) 
2005 10:1 6 AM 
IrTD) (FBI)J_ 


SuPieo T" t neetlnq' with DITU on Monday 2fe 


l iTp; 
S April 


i)(FBI) 


■ agcn er//oRcoN.NOFORN 
RECORD 66f-ha-1410124f 


I I 

I've been at Reston the last few days, but hac j |g et in touch with I Idirectly to pass their wish list re the 

meeting in Ottowa. I assume you have receivAjU iricK uy MOW, 'if not I can print tnuii topics and will bring you a hardcopy. I 
finally received them on Wednesday. 




I also know they are trying to come down here to talk with you on Monday 25 April. Do you have a time and location 
established? My understanding, the visitors will include the following: 


_i(CQntr^c1 


](staff, telephony ops officer) 


tor, current telephony program PMOE) 
(staff) 


3staff, telephony ops officer) 


^taff, C/Athtech Technical Surveillance Branch) 
iff, C/Bangtech Technical Surveillance Branch) 


bl 

b2 

be 

b7C 


I'll take careof clearances, meet at ERF and getting them to the meeting location. Let me know. 

I also understan d! I t nd | 1 ^111 be going to Ott owa to rrie et with F l and J SI 

Management. I have their itineranes if you need that inrormaiion. Just let me know. I I vas sending a cable out in 

our channels, to our Ottowa Chief of Station, to advise him of our visit and meet with JSI. 


Hopefully this is all in sink. Let me know if something is needed from you view. 


□ 
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DECiiASSlFY ON: 2015041S 
SI=CftgT//nRCOM NQFQRN 


-eeeWET//ORCON.NOFORN 


\ 


IdTD) (FBI) 


From: 

Sent: 

To: 

Subject: 


■^ITD) (FBI) 
gC05 2:26 PM 


J(ITD) (FBI) 


Comments for Meeting on 4/4/05 


Addfl 
implishments FY04_ 


NON-RECORD 


be 

b7C 


In blKing with the DCS-5000 team, there is no "book" which has iogged trouble calls for Raytheon. They do have a 
monthly database from which they can na ther information, but this would have to be don e indiy iduallv and would take too b6 
long to assemble. I sawi| (who advised that 1129 RMSs were submitted reflfor 2004, and 194 were b7c 

submitted for VB during Wsam e pennn Thesp numbers do not reflect trouble calls onlyTiTincludes requests for DCSP b7 e 
support, MOs. work stations, etc.) | [ will be providing you with JSI's book. 

I have attached bullets re Raytheon whic j ^ nc | 1 provided me. 

In talking witt l I there is currentlvriactivel Irstems and jinactive i t .g.., equipment 

migration/in-transit) systems. I— I 


I h dvised that the $2.8 million recently approved by the CRB was for a one year GOLD PLAN maioteoance 

agreement with Jsi which includes all software upgrades/updates/patches and hardware repairs/replacements i | 
added that for the past few years JSI has been inquiring about JSt doing remote maintenance for us. but we have always 
refused to persue this issue. Apparently, there are security concerns (we insist any remoting has to be done from here 
only), and the DCS-3000 team will have difficulty allowing JSI to have access to DCS-NET. 




NON-RECORD 


□ 

Several months ago, I spoke to you regarding our tosk force squad that purchosed its own Voicebox digitol 
collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works 
on our end, but we have a similar situation regarding a portable system and require the input of Security 
Division before we move forward. 

Quantico ERF has supplied our division with a portoble Voicebox system, but it is currently in use in our 
Toledo RA. The case agent in our Youngstown RA would like to conduct on upcoming FBI T-IH on a digital h6 
system (rather than cassette tapes), but we do not have onother system available (niether does ERF).' The 
local HIDTA has purchased a portable Voicebox system and hos agreed to let the Youngstown RA use it for 
this T-ni. The system will be operated in the RA space and would be connected to our DCS-3000 network 
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables 
secure transfer of the data. The issue arises in regards to conducting an FBI cose on a system that is not 
owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if 
necessary, we could remove the hard drives from the system before it is returned to HIDTA (replacements 
would have to be supplied by the FBI and software relooded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T-IIP Are there any other 
issues that must be resolved? 

If you have any questions, please feel free to 'call me. 


Thanks, 
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Severol months ago, I spoke to -you regarding our task force squad that purchased its own Voicebox 
digital collection system and needed the OK from Security Division to use it on FBI coses. This is still in 
the works on our end, but we have a similar situotion regarding a portoble system and require the input 
of Security Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our 
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-III on a 
digital system (rather than cassette tapes), but we do not have another system available (niether does 
ERF). The local HIDTA has purchased a portable Voicebox system and has agreed to let the 
Youngstown RA use it for this T-IH. The system will be operated in the RA space and would be 
connected to our DCS-3000 network to obtain telephone target data. According to ERF, there is an 
acceptable configuration which enables secure transfer of the dato. The issue arises in regards to 
conducting an FBI case on a system that is not owned by the FBI. As far as the data and audio that will 
be stored on the system is concerned, if necessary, we could remove the hard drives from the system 
before it is returned to HIDTA (replacements would have to be supplied by the FBI and software 
reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any 
other issues that must be resolved? 

If you have ony questions, please feel free to call me. 

Thanks, 

□ 


1 1 

Cleveland Divisi 

on 

(office) 

(cell) 

216 

216 



■CFWCmvP m IT UNCLASSIFIED 
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be 

fo7C 


- scch er 



(SI 


From: 

Sent: 

To: 

Subject: 


I I SP) (FBI) 

Monday. August 14. 2006 4:53 PM 


RE:| U DCS3000 


i^TDHFBJ);[^ 


JOTD) (FBI) 


Th j I sessions are now enroute. 


- — Original 

From: 

Sent: 


□OTD) (FBI) 
16 8:44 AM 


-JSD) (FBI) 
^TD) (FBI) 


b2 

b6 

b7C 

b7E 


J e I SECRET - 

\ ^ f R^CORfl 


Last Wedne sday, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 
to th^ j Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can 


invesligatSTusing the packet sniffer data. 


— Orig^ 

om: L 


□SD) (FBI) 


Sent: Wednesday, August 09, 2006 7:4 7 PM 

JOTD) (FBI) i 


To: I 

SubJect_Jvs 


DCS3000 


^OTD) (FBI) 


ALL IIIFORHATIOH COJITAIHED 
HEEEIir IS OTCLASSIFIED EXCEPT 
tlHERE SHOUni OTHERWISE 


(S) 




DATE: 06-14-2007 

CLASSIFIED BY 65179DJ1H/KSR/HAJ 

REASOW; 1.4 (C/G) 

DECLASSIFf OH: 06-14-2032 




ET 


9 


I forwarded all th e| S essions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of 
DCS3000 report Tot this same period. You will see that D CS show s Associated DNs in some sessions an j | 
does not. You will see that DCS3000 shows more calls th a r eports. Thanks for all you’ve already done. ^ ^ 









1 forwarded all th j fe essions I had for 8/8-9/06 (up through about 1530 hrs) and attached is 
report for this same period. You will see thaLQCS^hows Associated DNs in some sessions anr 
will see that DCS3000 shows more calls th j I ports. Thanks for all you've already done. 


^All.rpt.txt » 


b6 

b7C 



DEfMVeD_FRqM: Mutttole Sources , 
DECLASSIFIggT ~ 


~bTDI (FBII 


From; 

1, 

1 (OTP) (FBI) 

Sent: 


'liiOUg'1 1 :44 AM 


(S) 


Cc: 

Subject: 




PTD) (FBI) 



□ 


I a Wp 


the 


itlgTrle 


□ 


idnesday, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 to 
Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can investigate 
a packet sn Iffer data. b i 

fo2 

fc6 

fc7C 


(S) 


From: f l (SD) (FBI) 

Sent: Wednesday, August 1)9 , 2006 7:4iECi 

To: I l OTP) (FBlI 

Subject: RW vs DCS3000 >— 


SEGRET r 

RECORd 


b7S 

](OTD) (FBI) 


I forwarded all the^^sessions I had for 8/8-9/06 (up through about 1 530 hrs) and attached is a cnnv of the DCS3000 
report for this samfeisaiod. You will see tha t DCS shows Associated DNs in some sessions and I h oes not. You 
will see that DCS3000 shows more calls that) [eports. Thanks for all you've already done. 


^Vlt-rpttxt > 


3 


be 

b7C 
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I forwarded all the l U sslons I had for 8/8-9/06 (up through about 1530 hrs) and attached is a copy of the DCS3000 
report for this same period. You will see tbaiDCS shows Associated DNs in some sessions and l b oes not, You will 
see that DCS3000 shows more calls tha fl t eports. Thanks for all you've already done. 







9 


Got it!!Got itllGot itNGot itMGot itMGot itHGot ilHGot illlGot itHGot itMGot it!!Got itMGot itIIGot itMGot itilGot itllGot itllGot 
it!!Got itHGot it!! 

Got it!!Got it!!Got itllGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot 
itHGot ItHGot it!! 

Got itHGot itHGot itHGot itHGot it!!Got itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot 
itHGot itHGot it!! 

Got itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot ItHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot 
itHGot itHGot itl! 

Got itHGot itHGot itHGot itHGot itHGot itHGot itHGot itilGot itllGot itHGot itHGot itHGot ItHGot itHGot itHGot itHGot itHGot 
itHGot itHGot it!l 

Got itHGot itHGot itHGot itilGot itHGot itHGot itHGot itHGot itHGot itHGot itllGot itHGot itHGot itllGot itHGot itllGot itHGot 
itHGot itHGot itl! 

Got itllGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itHGot itllGot itllGot itHGot itHGot itllGot itllGot 
itHGot itHGot it!! 


— Original Message — 

From: | | (SD) (FBI) 

Sent: Wkinesdav. Auou^. 2006 2:34 PM 

To: I OTD) (FBI) 

SuWect:'Kj 



NON-RECORD 


□ 

What is the "Line ID" associated with this case id? 





NON-RECORD 


Yes sir 


- — Original MesMgfr;;; 

Sent: 

To: 

Subject: 

SENSmVE Bl 

NOW-HbU^'S^ 


Re J U DCS3Q00 


(SDHFBI) 

I, 2006 2:29 PM 
OTD) (FBI) 


I show your site as ERF2, is that correct? 


— Original M 

From: 

Sent: 

To; 

Subject: 


essage- 


' reLJs DCS3000 


>)(FB!) 

2006 11:21 AM 
[(SDHFBI) 


h2 

h6 

b7C 

b7E 


NON-RECORD 


Nothing received, please try again. 


— Original Mess age — 

From: I ~^D) (FBI) . 

Sent: W^n^av. Audurt 09 . 2006 1:42 PM 

To: I t OTD) (FBI)r“ 

Subject: REj^Jra DCS3000 


](OTD) (FBI) 


NON-RECORD 

Case ID = i I 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 



SFNSmVF R1|T ■ 
NON-RECORD 


hCD 

Can you forward some sessions to ERF-2 gri bnH | can look i-ii' hr^ h instances? 
I'll need to know the Line IDs to set up for auto receive from vour l t vstem. 


Thnx, 

-ca 

— Original Message — 
6 






124 sessions should be on their way to ERF2 



I show your site as ERF2, is that correct? 



— Original 


From: 

Sent: 

To: 

Subject: 




l(OTD) (FBI) 

2006 11:21 AM 
J(SD) (FBI) 


NON-RECORD 


Nothing received, please try again. 


— Original 

From: 

Sent: 

To; 

Subject: 


JOTD) (FBI) 


b.? 

he 

hlC 

b7E 


CgMQITI\/F e umMCLA ^ SiriCD — 
NON-RECORD 

be 

Case ID = 1 I ciNM 


124 sessions being forwarded to you at ERF2. Please confirm that you received them. 


— Original — 

From: I r OTDI (FBI) 

Sent Wednesday. August 09. 2006 10:26 AM 

To: r ~ (SD)(FB1) 

Subject i^ l ^ vs lidiijuiib 

Importance: HigrP^ 

■ fi ew smvEmT i iMr i 

NON-RECORD 


Can you forward some sessions to ERF-2 s o| l ine 
know the Line IDs to set up for auto receive from your 


look at both instances? I'll need to 
system. 


— Original Message — 

From: I ID) (FBI) 

Sent Tuesday. Auaust oS. SflOB 8:49 PM 

To: J IfOTOUFBn 

Subject I fe ULklUUU — ' 

NO N-RECORD . 


b2 

b6 

b7C 

b72 


Good news and bad news. Some of the CDC is 
but no all. Whafs up? Additionally, I see sessions 
DCS3000. Again, whafs up? 

Please call me at I I Thanks 


ig from DCS3000 intc | | 
at do not show up in ins ' 
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sbargY 


From: I I (SD) (FBI) 

Sent: Wednesday, August 09, 2006 2:32 PM 

To: i 7 IZlOTD) (FBI) 

Subject: RE I I s DCS3000 


NON-RECORD 


I UWLLAhMPrro 


124 sessions should be on their way to ERF2 


— Original 

From: 

Sent; 


Sul^ect: RE:| |vs 1X53000 


(OTD) (FBI) 

■ 200611:30 AM 
CSD) (FBI) 


NON-RECORD 


fo2 

b6 

fo7C 

b7E 


Yes sir 


— Ori ginal Message — 


aENSgPK&UUI UIICLAJJiriLir 
NON-RECORD 


I show your site as ERF2, is that correct? 
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i^w I UliUUW^Pt^B^ 

NON-RECORD 


Nothing received, please try again. 


— Original Message 
From: ' 

Sent: 



](OTD) (FBI) 


NON-RECORD 


Case ID = | "| )INM 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 


h2 
lb 6 
b7C 
lb7E 


— Original Message^^^ 


Subject: 

Importance: 


ToTD) (FBI) 

day. AugustTO . 2006 10:26 AM 
](SD)(F8I) 


NON-RECORD 




Can you forward some sessions to ERF-2 si 
the Line IDs to set up for auto receive from yi 


Thnx, 

-ca 


d I can look at both instances? I'll need to know 
system. 


b2 
lb 6 
b7C 
b7E 


— Original mp««^p — 

From; I feo) (FBI) 

Sent: Tuesday. August U8. M &6 8:49 PM 

To: »r-| DTP1 (FBI) 

Subject; I Irs OCS3000 

gEMSIT I VE HUT UHOLAOO tHEe- 
NON-RECORD 


Good news and bad news. Some of the (DDCJs now passing from DCS3000 in ti| t )ut no all. 
What's up? Additionally, I see sessions ir || [ hat do not show up in the DCS3UUU. Again, 
whafs up? 

Please call me at[ | Thanks 
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Importance: High 

■ SBMSgiwe^ iU I unuLAaai P iEP 
NON-RECORD 

a 

Can you forward some sessions to ER F-2 sd fe nd I can look at both instances? I'll need to know the Line 
IDs to set up for auto receive from youi| tysEm. 



— Original Message — 

From: I If SDI (FBI) 

Sent . T i inrmi i i i nn.nita:« . , 2006 8:49 PM 

To: J , l(OTD) (FBI) 

Subject: | | s DCS30Q0 

■SEMamU&BUT UMCL^iOatHEP- 
NON-RECORD 


Good news and bad news. SomeiaiJttaa CDC is now passing from DCS3000 into } [b ut no all. What's 
up? Additionally, I see sessions ir | l hat do not show up in the DCS3000. Aglm.'lMiat’s up? 

Please call me at l I Thanks 


b2 

)b6 

b7C 

b7E 


QFMfilTIWr 


S B NSIT I VWT UMCUA66 I F I6 D 
WM TWe B UT - MNQLAQQir tEB— 
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From: 

Sent: 

To: 

Sublect; 


□SD)(FBI) 


Wednesday. August 09 . 2006 1:42£M- 
■ , , »OTD) (FBlj 


RE:| IvsDCSSSSo 


](OTD){FBI) 


5EN^>lim&BUI UUULAJJII lift . . 

NON-RECORD b6 

ib7C 

Case ID | [ )INM 

124 sessions being forwarded to you at ERF2. Please confirm that you received them. 

— Original Message — 

From: I kOTD) (FBI) 

Sent: tiiniWI-'tw 2006 10:26 AM 

To: ■ , , (FBI) 

Subject; n a fc ors^noo 

Importance: High 

CLMOIT I VC BUT UHI&LA&SIH EP 
NON-RECORD 


□ 

Can you forward some sessionS|ta£&F-2 s o| | and I can look at both instances? I'll need to know the Line IDs to 
set up for auto receive from you! lystemT"^ 


Thnx, 


b2 

b6 

b7C 

b7E 


NON-RECORD 


Good news and bad news. Some of the CDC is now passing from DCS3000 Intc ^ | but no all. Whaf s up? 
Additionally, I see sessions ii ^ [ that do not show up in the DCS3000. Again. WhSTT up? 

Please call me at | | Thanks 
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1 lOT-PMFBI) 

From: 

c 

feP)(FBI) 
Zip; 8:49 PM 


To: 

1 

JOTD) (FBI) 


Subject: 

1 \ DCS3000 


b2 

be 

b7c 

•b7E 


NON.RECORD 


Good news and bad ne ws. Some of the CDC is now passing from OCS3000 into I I but no all. What's up? Additionally, 
I see sessions i d t hat do not show up in the DCS3000. Again, what's up? 

Please call me Thanks 


~I<0TP)(FBI) 

From: I . . I fNY) (FBI) 

Sent: Tuesday, June 20. 2006 6:49 AM 

To; r I QTD^ (FBI) 

Subject: RE: DCS 3000 question (SMS) 


NON^^ECOR^ " 


IZ I 

We currently have FISA covgjaae on l I with SMS coverage. The messages^iaoear properly in the DCS- 

3000 system, but appear in i li nder the Telephony log as hexidecimal numbers. Canlhecode these hexidecimal b2 
numbers into the actual message? b 6 

b7C 

Thanks, b7E 




be 

b7C 


— Original 


To: 

Cc: 

Subject: 




i (OTDUFBn 
^7niggv:14AM 


r ^^OTD) (F 

'kL-WjS.JUUUquesbo'n (SMS) 


NON-RECORD 

□ 
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□ 



NON-RECORD 


n , , 

We currently have FISA coverage on | |with SMS coverage. The attached SMS log shows 

quite a few messages, but there is no associaiea cerd on most of them with the exceptions of a few. 

Additionally, the messages do not show u p ij I For the few messages that actually appear in the SMS 
log, the message appears ir l [ under th ^ “f 

16 









iginalJM^age^^ 



NON, RECO RD 


o. 


J bo, I m in k you m (juui r ig {Ji i inu pwi i f i B ri reom^ n i t ro r w 


the intercepted SMS messages; the ones with no message content are most likely voicemail indications sent to 
the phone. 


□ 



June 15/2006 4;0S PM 
I3oTD)( 


3NY)(FBI) 

TJCS 3000 qu^on (SMS) 


NON-RECORD 


i;‘2 

be 


□ . . 

We currently have FISA coverage on ! t vith SMS coverage. The attached SMS log shows quite afcvc 

few messages, but there is no associated text on most of them with the exceptions of a few. fo 7 e 

Additionally, the mess ages do not show up in I I For the few messages that actually appear in the SMS log, 
the message appears i | [ under the Telephony log as hexidecimal numbers. 

Thanks, 

^iEzzi 






T 



we tried it on a couple of lines and we still get 0 second sessions, but there are a lot less of them being generated 
We will need to keep exploring options for fixing the problem. 



N. (MY) (FB^ 
Subject: RE: DCS-3000 tol l( 

Imoortance: Hioh ^ 


Yes, try the following: 

1) Please return the changes described earlier to "False" ( see far below) 



3) Note what happens. 


Ce: I 

rmn 

Subject: RE: DCS-3000 to | fe sting 






We tried it and it did not work. We are still oettinq 0 sessions. Any other ideas? 



NON-RECORD 


Try setting the following features from "False" to ’True" as listed below. Pick a handful of very busy targets to 
test. 


Let us know if this makes a difference. 

Thnx, 

-ca 







FJgSePT 




Try setting the following features from "False" to 'True" as listed below. Pick a handful of very busy targets to test. 


Let us know if this makes a difference. 

Thnx, 

-ca 

— Original M^sage — 
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o 


I 



I 

hOJD) (FBI) 




From: 

I 

□nY)(FBI) 



Sent: 


m 90nfi PM . ___ 



To: 


|(OTD)(FBI):| 

I (OTD) (FBI)j 


Cc: 

j (NY) (FBI) 

□ (NY) (FBI) 



Subject: 

RE: Movement of NY DCS-3000 


bo 


NON-RECORD 


^ lies we did, I worthing with the F 
next week. DSL is due 3/23. 


[=1 


I hope to have them 


— Original Mamnai— . 

Sent: , Thiirsriav..MaKh.1^, 2006 

To: J im (FBl j K OTD) (FBl[ 

Subject: '' RE: Movement o(* Ny DCS-3000 


|nY)(FBI) 


SENSITIVE BUT lINCt ASSIFiFXX 
NON-RECORD 


b2 

b7E 


Did you ever receive the equipment sent to you a couple weeks ago? 

Thnx, 

-ca 


— Or iginal Message — 

From: | |Y) (FBI) 

Sent: ' Wedft6Sflav. ITOrts. 2 006 5:37 PM. , , 

To: I I (OTD) (FBI); | | OTD) (FBI) | | (NY) (FBI) 

Cc: 1 I NVf(FBI) 

SubjeGt:.Movement of NY DCS-3000 


NON-RECORD 


Guys, 


I got word today that our DSL line should be in 
3/27 to move our DCS-3000 and pushing the info ini 


b6 

b7C 

b7E 

think you can plan on coming up to NY the week of 
Let me know which date works for you. Thanks. 


NYO aquad ayj, 
work: 2 ]2\ 

cell: 91"^ 


& 




27 






' SENS1TI\/^IIIJI UNLLrtiJQiriiia 
NON-RECORD 


The one-way push is currently heir ra field tested at sitd Ind l T here are field issues involving the performance 

between the one- wav push and th j K ll parties invoivmj 'are working to correct and improve the systems performance. 
In parallel bsting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. 




o 


— 


Upon completion,, this functionality shall be field tested as stated above. 

b2 

date, ! j eld offices have received the one-wray push equipment for installation. Twenty sites have completed hi. 

the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 


S fcNb l l l UEBUT UHOLACW BIgg 







S eti ia i TIVC BUT UMCLAPSlPIBn 
NON-RECORD 


All. 

The one-way push is currently being fiel d tested at site J~1 and ll i rhere are field issues involving the performance 
between the one-wav push and the l I All parties involved are working to correct and improve the systems performance. b 2 
In paralle l t esting is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. b6 
Uiiran cornpletion, this functionality shall be field tested as stated above. b 7 c 

, , b'E 

date ! I field offices have received the one-way push equipment for installation. Twenty sites have completed 

the install, but not yei activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activation. ERF is committed to 
minimize both operational risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating CALEA into the FCI cases. There Is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually Impossible. So some point in time, additional sites will be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 



se^rFt 





All, 

The one-way push is currently bei ng field tested at sites i h nd l~here are field issues involving the performance 
between the one-way p ush an d th j l AII parties involved are working to correct and improve the systems 
performance. In paralle l Ht esting is soon to begin within the ERF facility. This is a complex and integral part of the b2 
overall solution. Upon completion, this functionality shall be field tested as stated above. b6 

I— —I 

To dat j h eld offices have received the one-way push equipment for installation. Twenty sites have b'7 e 

complelea me msiaii, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 


Regards, 

r =i 
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a e Nsmve but UHeiAao tHeD 

NON-RECORD 


All, 

The one-way push is currently beinpiield tested at sites i j andl"! There are field issues involving the performance 
between the one-way piish arvi theT_l All parties involved are working to correct and improve the systems 
performance. In parallel J le stingirloon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon compiefion, this functionality shall be field tested as stated above. 

To rifltP I fepiri offices have received the one-way push equipment for installation. Twenty sites have 

completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment ^’7''-' 

throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 




The one-way push is currently bei ng field tested at site i l an d are field issues involving the performance 

between the one-way pijsh and th a l AII parties involved are working to correct and improve the systems 
performance. In parallelJ testing is soon to begin within the ERF facility. This is a complex and Integral part of the 
overall solution. Upon cJiiipieoon, this functionality shall be field tested as stated above. 
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To date I f ield offices have received the one-way push equipment for installation. Twenty sites have 

completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually Impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this developrnent process. 



NON-RECORD 


Hfiv I T Thanks for the information, but I wanted to let you know that in November I got off of Tech, Now I am doing 
white collar crime matters, so can you please take me out of this address list? Take Care and thanks, ABH 

— -Original Message 

From:! I (ITD) (FBI) 

Sent: Monday, February 07, 2005 12:51 PM 
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All, 

The one-way push is currently beinoJleid tested at site j ^ n d I There are field issues involving the performance 
between the one-way p ush an d the l I All parties invowea are working to correct and improve the systems 
performance. In parallel .1 I testina Is soon to begin within the ERF fecility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

To date J I field offices have received the one-way push equipment for installation. Twenty sites have ^ 

completed the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment ^ 
throughout the year and prepare for installation. Each site shall be informed in advance regarding instillation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 


Regards, 

38 
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NON-RECORD 


All, 

The one-way push is currently bein g field tested at sites i t n d I There are field issues involving the performance 
between the one-way puatLaDd thol l&ii parties involved are working to correct and improve the systems 
performance. In parallel. 1 ^ sting is soon to begin within the ERF facility. This is a complex and integral part of the 
overall solution. Upon completion, this functionality shall be field tested as stated above. 

To dat ^ ^ Id offices have received the one-way push equipment for installation. Twenty sites have 

completed me insiaii, tSut not yet activated for connectivity. Remaining sites can expect to receive equipment 
throughout the year and prepare for installation. Each site shall be informed in advance regarding installation and 
activation. ERF is committed to minimize both operational risk and system failures. There shall certainly be growing 
pains as we expand the amount of users incorporating CALEA into the FCI cases. There is a vast number of telco 
providers and switch vendors that make an exhaustive in-house test virtually impossible. So some point in time, 
additional sites will be connected in order to field test as needed. We appreciate your cooperation and patience 
regarding this development process. 


Regards, 

l=ZI 
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